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The future of warfare is expected to be increasingly
urban. Recent conflicts have demonstrated that cities have become central battlegrounds
due to their dense populations, critical infrastructure, and strategic value. Traditional
defense mechanisms, such as perimeter fortifications, have proven insufficient against
evolving warfare tactics. Despite this growing threat, current urban planning and design
practices often prioritize economic and functional aspects, neglecting passive defense
measures. To address this gap, this research explores urban planning and design strategies
for future cities to enhance their passive defense capabilities, helping them withstand and
adapt to enemy attacks while promoting the well-being of their residents.

An analysis of the early stages of two ongoing conflicts was conducted to
recognize the contemporary behavior of attacks. A literature review was then undertaken
to explore peer-reviewed research on passive defense strategies and measures for
mitigating these attack behaviors. Based on the findings, planning and design criteria were
proposed, and corresponding planning components were identified. Finally, planning and
design strategies were developed to enhance the resilience of future cities against potential
attacks. The methodology is more qualitative, with references as the basis of analysis and
further discussion.

The study showed that landscape planning and design (22.7%) and urban
design (21.3%) were the most frequently identified components in mitigating the effects
of attacks. Urban network planning (17.3%), land use planning (14.7%), and architectural
design (14.7%) followed. However, this does not necessarily mean that these components
are the most influential in enhancing the passive defense capabilities of future cities,
but rather that their impact spans multiple aspects. Additionally, the study highlighted
several key strategies for improving the passive defense capabilities of future cities against
potential attacks. These include prioritizing naturally protected sites, maintaining low
population density, utilizing multiple network patterns and street shapes with T-junctions,
implementing an unpredictable polycentric distribution of targets, integrating renewable
energy and portable infrastructure solutions, designing homogeneous short blocks with
low building density and point-building typology, incorporating low-rise stepped or tapered
buildings with rounded corners, centering basements, employing blast-resistant structural
systems, and using low-emissive, blast-resistant materials and coatings.

Effectively integrating these strategies into future cities requires
governments to establish legal frameworks, strengthen interagency coordination, update
planning and building codes, mandate passive defense in new construction, incentivize
private sector participation, and secure dedicated funding. Moreover, prioritizing citizen
education on passive defense, promoting community preparedness, and ensuring effective
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Recent conflicts have highlighted the increasing
vulnerability of cities in modern warfare. Their dense
populations, critical infrastructure, and strategic
value make them prime targets (Shakibamanesh,
2015a). As urbanization accelerates, with nearly
two-thirds of the world’s population projected to
reside in urban areas by 2040, up from 56% in 2020,
future conflicts will likely be predominantly urban
(Weissmann, 2023). This growing threat underscores
the urgent need for proactive strategies to enhance
the resilience of future cities and protect their
assets and inhabitants from potential attacks. A key
component of these strategies is passive defense,
a set of measures that seeks to limit the damage
resulting from an attack or disaster without directly
confronting the threats. These measures can
include the construction of fortifications and barriers,
disguising critical assets, establishing early detection
and warning systems, developing emergency plans,
and equipping individuals with the readiness required
to face threats (Niknam and Kayedpour, 2015).
Passive defense measures generally require less
equipment and fewer facilities than active defense,
making them more cost-effective. Moreover, they
are designed to last for decades, making them a
more sustainable option for long-term protection.
Furthermore, they do not require active engagement
or direct intervention with threats, reducing the risk
of escalation and collateral damage (Asl et al., 2019).
Recently, passive defense has received increasing
attention in urban studies as a critical strategy for
protecting cities during wartime. Shakibamanesh
(2015a) outlined the requirements for safe cities
under war conditions, emphasizing how passive
defense strategies related to urban form can reduce
damage and casualties. His findings highlighted the
role of urban patterns, building arrangements, and
parcel sizes in mitigating the impact of attacks. Salehi
et al., (2017) introduced various methods to enhance
the security of urban public spaces and inter-building
areas using passive defense principles. These methods
included enclosing spaces with walls, incorporating
floor level differences and rows of trees, creating
safe corners for shelter, and using blast pockets
and bends to disrupt blast waves. Shakibamanesh
and Ghorbanian (2017) explored passive defense
measures for improving the resilience of major
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transportation terminals during wartime. Their key
recommendations included using dense vegetation
for camouflage and establishing safe buffers around
terminals to limit the impact of explosions and fires.
Karami et al., (2020) identified critical factors affecting
the vulnerability of sensitive and vital centers to
attacks, highlighting the importance of passive
defense considerations in site selection. These factors
included site elevation, slope direction, and distance
from borders, rivers, faults, and road networks. Amou
et al., (2023) analyzed factors increasing the severity
of damage in residential areas during attacks, using
a passive defense approach. Their identified factors
included population and building density, number
of floors, building materials, building age, street
width, and accessibility to open spaces and critical
services. Despite this growing body of research,
contemporary urban planning and design practices
frequently prioritize aesthetic considerations,
economic development, and sustainability objectives,
often neglecting the crucial dimension of wartime
resilience (Brodey, 2024). In this context, this study
explores urban planning and design strategies to
enhance the passive defense capabilities of future
cities during wartime. Strengthening these defenses
can boost the population’s sense of security and
confidence by reassuring them that their city is well-
prepared for potential threats. Research suggests
that perceived safety and preparedness contribute to
community resilience, psychological well-being, and
lower stress levels associated with uncertainty and
risk. Additionally, effective passive defense measures
can improve a city’s ability to manage, mitigate,
and recover from wartime devastation, ultimately
promoting long-term urban stability (Awada, 2014). To
achieve this, the study analyzes contemporary attack
behaviors and target characteristics. It then examines
passive defense measures to mitigate the effects of
attacks and protect targets, proposes planning and
design criteria based on these measures, identifies
planning components fulfilling these criteria, and
develops strategies aiming at enhancing the passive
defense capabilities of future cities. The study focuses
on two ongoing conflicts: the Russia-Ukraine conflict,
which began on February 24, 2022, and the Israel-
Palestine conflict, which began on October 7, 2023.
Data for these conflicts was collected up to May 22,
2024.



Analysing recent conflicts
Russia-Ukraine conflict

On February 24, 2022, Russia launched heavy
shelling and airstrikes on Ukraine using aircraft,
missiles, and long-range artillery, followed by a
major land invasion (Rawtani et al., 2022). Drones
have been used in real-time reconnaissance and
surveillance missions, bombing campaigns, guiding
artillery bombardment, as well as video recordings
feeding directly into information operations. Since
the beginning of the military operation, the Russian
attacks have targeted the military infrastructure of
the Ukrainian Armed Forces (e.g., military airfields
and air force) to weaken Ukrainian defense capacity.
Soon after, Russia appeared to shift many of its
attacks toward critical infrastructure. In this context,
major roads, bridges, railways, and airports have
been destroyed to obstruct the transport of military
equipment. Power plants, oil storage facilities, and
gas pipelines have also been targeted (Peptan,
2022). In addition, the Russian Armed Forces began
targeting residential buildings. According to the
calculations by Kyiv School of Economics (2023),
since the beginning of Russia’s war against Ukraine,
17.5 thousand high-rise buildings and 136 thousand
private houses have been damaged as of February
2023. Calculations also showed that more than
50% of the housing stock in a significant number of
cities was damaged or destroyed, which requires a
comprehensive restoration of these cities. The initial
engagements took place in both the open, relatively
flat terrain of the Ukrainian countryside and the
lighter urban terrain, where Russian military forces
advanced rapidly (T, 2022). This encouraged Russian
ground troops to continue moving toward the capital
city of Kyiv, the heart of Ukraine and the seat of
the government. However, their advancement has
been slowed down significantly. Kyiv is surrounded
by terrain that hinders the movement of large-scale
troops. Moreover, forests, rivers, and urban areas
around it were turned into strongholds of resistance
(Havrylets, 2023; Mhugos, 2022). Furthermore, much
of the network leading to Kyiv is composed of narrow
winding roads that would ensnare vehicles and
require greater fuel consumption. All these factors
forced Russian convoys to take certain routes, where
they were exposed to hit-and-run raids using mines,
machine guns, and missiles. This blocked the Russian

military forces’ advance and made Ukrainians reclaim
a series of towns outside the capital (Mhugos, 2022;
Sonne et al., 2023; T, 2022). Since then, skirmishes
have continued between the two sides.

Israel-Palestine conflict

On October 7, 2023, Hamas launched an
unprecedented attack — named Operation Al-Agsa
Flood — on Israel in response to the Israeli army’s
crimes against the Palestinians and its repeated
incursions into the Al-Agsa Mosque in Jerusalem. In
this attack, Hamas fired thousands of rockets from
Gaza toward Israel, while others tore down several
parts of Israel’s high-tech separation fence on the
Gaza boundary, infiltrated into neighborhoods/
settlements inhabited by Israelis, and detained many
hostages. The following day, Israel declared a state
of war and launched air and artillery strikes on what
it called Hamas targets in northern Gaza (Elkahlout,
2024). Satellite imagery and drone footage were used
to identify potential targets (Khalifa, 2024). In early
strikes, four large high-rise towers in Gaza City were
targeted and destroyed, including Palestine Tower,
al-Hashem Residential Building, Wattan Tower, and
Al Aklouk Tower (Wedgaza crew, 2023). Targeting
high-rise towers piled up the dead bodies of the
Palestinians and overwhelmed the healthcare system
(Billah, 2023). Besides the high-rise towers, strikes
targeted several low-rise buildings, ambulances,
hospital yards, mosques, churches, water and
sanitation facilities, and UNRWA Schools (Alarabiya
crew, 2023; We4gaza crew, 2023). Soon after, Israel
imposed a siege to block food, water, and fuel
from entering Gaza, and starvation was used as a
weapon (Ebrahim et al., 2023). On October 13, the
Israel Defense Forces ordered residents of northern
Gaza to evacuate southward in anticipation of an
impending ground invasion. As a result, thousands
of Palestinians, alongside thousands of wounded,
sheltered at schools and hospitals where they
believed they would be safe. However, on October
17, one of these hospitals, “Al-Ahli Baptist Hospital,”
was hit. On October 27, the Israel Defense Forces
launched its ground invasion, accompanied by a
telecommunications outage, disrupting internet and
telephone access to, from, and within Gaza (The
New Arab Staff & Agencies, 2023). The purpose of
this invasion is to cordon off Gaza City from various
directions until it is entirely isolated from the south
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of the Strip, then to continue advancing toward
the city center and gradually occupy the city. On
November 7, Israeli troops encircled Gaza City. Since
then, they have been entering the built-up areas of
Gaza slowly. This is due to the narrow streets, which
made it difficult for tanks and other armored vehicles
to maneuver through, and reduced the effectiveness
of air support, leaving Israeli forces vulnerable to
attacks by defenders (The Arab Center for Research
and Policy Studies, 2023).

Both conflicts show that:

e The dominant military action in attacking
strategic targets is air and artillery strikes. These
strikes aim to reduce the opponent’s defensive
capacity in preparation for the ground invasion,
which comes in the next stage.

e Both air and artillery strike depend heavily on
aerial detection of potential targets.

e Strategic targets include military infrastructure,
critical infrastructure, and areas likely to contain
a large number of people (e.g., high-rise buildings
and shelters).

e Ground invasion can reduce the strength of the
attacker, even if it is a superior military force.

Based on the above, this study focuses on passive
defense strategies and measures to protect targets
from aerial detection and minimize damage from air
and artillery strikes in case of being attacked. Military
targets have been excluded from the study, as they
are usually too well protected to be attacked. The
focus of this study is on civilian infrastructure and
population centers.

Reviewing passive defense measures
Protecting high-value targets from aerial detection
Reducing the visibility of high-value targets from
the air can significantly decrease their vulnerability
to attacks. Sardari and Kiani (2018) discussed how
the proximity of targets to reference points such as
highways, major roads, coastlines, rivers, and borders
makes their locations more susceptible to enemy
detection. Therefore, selecting appropriate locations
for such targets during city planning can enhance
their protection. Shakibamanesh (2015a) argued
that regular street networks make targets easily
distinguishable from the air, facilitating systematic
aerial operations. In contrast, irregular networks
introduce unpredictability, making navigation and
target identification more difficult for aerial forces.
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He also suggested that high-value targets should be
integrated into the urban fabric in a way that minimizes
contrast with surrounding structures. To achieve this,
maintaining homogeneity in block shapes and sizes
should be considered. Research has also shown that
certain geometric properties make high-value targets
vulnerable to aerial detection. For example, Saeedi
et al, (2023) and Shakibamanesh and Ghorbanian
(2016) highlighted that the long, linear shapes of
airport runways and major roadways make them easily
identifiable from above. Camouflage techniques,
such as applying green-colored asphalt or artificial
grass on runways and strategically planting vegetation
along transportation corridors, can help disrupt their
visual signature. Abad (2017) and Crotogino (2022)
found that critical infrastructure, encompassing water,
oil, and gas facilities, presents vulnerabilities due
to the large, often regularly shaped structures and
associated heat emissions. Undergrounding these
installations, integrating them into the landscape
with dense vegetation, and employing architectural
concealment techniques (e.g., painting them in colors
that blend with the natural environment) can offer
robust protection. Gubbi et al, (2017) and Yahya
(2019) argued that telecommunications and power
systems, including Base Transceiver Stations (BTS)
and substations, are susceptible due to their height,
metallic reflections, and regular spacing. Camouflaging
BTS towers as natural elements (e.g., trees) or urban
features (e.g., streetlights) and transitioning power
lines and substations to underground can greatly
enhance their protection against aerial attacks.
Vardanyan (2022) pointed out that the considerable
height and shadow projections of high-rise buildings
make them conspicuous targets. To address this,
irregular vegetation, coarse-textured ground mats
around building bases, and innovative architectural
techniques, such as LED fagade projections that create
an illusion of transparency, can help obscure their
form. Besides the aforementioned measures, Zargar
et al., (2019) discussed that the application of high
radar cross-section materials on facades (e.g., metals)
needs to be minimized. This can mitigate the reflected
radar energy toward the signal source, making target
identification more difficult.

Minimizing damage from air and artillery strikes in
case of being attacked
Damage from air bombing and missile attacks



can destroy buildings and infrastructure, block
streets, impede firefighting operations, hamper the
evacuation procedure, and hinder access to hospitals
and rescue centers, leading to more injuries and
casualties (Shakibamanesh, 2015a):

To reduce building damage and the associated risk
of injury or death, Shakibamanesh (2015a) argued
that dispersing buildings and functions, especially
high-value targets, makes the attackers need to make
frequent attacks and use more destructive weapons
to hit them. This could increase economic pressure on
the attacking forces, which might make the attackers
retreat. Awada (2014) discussed that limited building
heights can encourage the horizontal distribution of
inhabitants, thus decreasing the number of kills and
injuries if these buildings were attacked. Vardanyan
(2022) indicated that, during attacks, freestanding
buildings might reduce the risk of progressive
collapse that can occur in attached buildings where
the failure of one structure can impact adjacent ones.
Shyshkin and Pankeieva (2024) recommended that
buildings should be designed to be more resistant to
destruction through various construction techniques
and materials. Salehi et al., (2017) pointed out that
terraces and shades may detach from buildings
when bombed, collapse away from them, and hit
pedestrians and passersby; therefore, they should
be reduced. Moreover, they indicated that glass
facades and large windows should only be used with
protective measures (e.g., using ballistic glass) to
mitigate the risk of glass shards being thrown around
if targeted. Furthermore, they emphasized that well-
placed trees around buildings can act as natural
shields against shrapnel from explosions. In addition,
they highlighted the importance of providing
immediate refuges in urban spaces. These refuges
should be designed to accommodate the prone
position, which is the safest body posture during an
explosion. Immediate refuges may include curved
walls, flower boxes, and benches.

To reduce infrastructure system failure, Shiri and
Golestaneh (2015) and Zarghani and Shadmehri
(2016) discussed the significance of placing power
transmission lines, water, and gas pipelines at a
suitable depth from the ground to mitigate the
devastation caused by bombing and missile attacks.
Shakibamanesh (2015a) and Zarghani and Shadmebhri
(2016) pointed out the importance of using looped/
hybrid infrastructure systems as they block the flow

of water or gas only in the damaged parts if attacked,
while it continues to the other parts of the city. On
the contrary, in dead-end or tree systems, the water
or gas flow all over the city can be blocked if one
part of the system is attacked and damaged. In this
regard, Shakibamanesh (2015a) highlighted that
looped/ hybrid infrastructure systems are usually
implemented in non-linear cities, while dead-end
or tree systems are usually adopted in linear cities.
Zarghani and Shadmehri (2016) recommended
equipping buildings with independent systems
to generate electricity locally in case conventional
power sources have been destroyed.

To reduce the extension of explosions and fires,
Modiri et al, (2016) and Shakibamanesh and
Ghorbanian (2017) discussed the importance of
placing potentially explosive targets (e.g., airports
and gas stations) outside cities and creating a safe
buffer around them with dense vegetation. Ratcliff
et al., (2023) noticed that decreasing the width of
streets or increasing the height of buildings along
them could increase explosion damage. Accordingly,
wide streets with low-rise buildings on either side
represent one of the safest environments in case
of an explosion. Drazin (2017) indicated that the
intensity of the blast wave in a cul-de-sac is the
greatest, while the crossroads produce the least.
Hence, the more openings available for the explosion
to expand into, the less effect it will have. However,
this could potentially increase the radius of the
explosion and affect more buildings and people, even
if the pressure is lower. Chi et al., (2021) argued that
increasing the space between buildings can create
venting openings, helping to reduce the impact of
explosions on the surrounding environment. Also,
Salehi et al, (2017) discussed that using curved
corners in buildings can divert and minimize the
wave of the explosion. Mohammadpour et al., (2017)
argued that channeling winds can accelerate wind
speed by about twice and provide more oxygen
to fuel fire, contributing to fanning flames and
carrying embers to ignite new fires in other locations.
Therefore, curved or meandering streets, well-placed
windbreaks/firebreaks (e.g., multi-layered vegetation
and walls), and staggered building arrangements
must be considered.

To reduce injuries and casualties during attacks,
the evacuation of vulnerable civilians and settling
them in safe shelters is crucial for their survival
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and well-being. Regarding the evacuation process,
Tsai and Chang (2023) found that straight streets
and few turns are more helpful for evacuation than
curved streets and many turns. Evangelopoulos
(2025) discussed that multiple evacuation routes
should be considered to provide flexibility in case
of obstructions or damage. Awada (2014) discussed
concealing vehicular and pedestrian movements
during evacuation using interlocking trees. Salehi
et al., (2017) highlighted the importance of keeping
the streets and open spaces around buildings safe
for evacuation and emergency shelter purposes.
They estimated that the distance of the collapsing
debris away from a building is equal to the height
of the building. Moreover, they recommended that
elements impeding (e.g., hard and muddy surfaces)
or tripping (e.g., uneven patches or unnecessary
steps, especially single steps) the movement of
evacuees should be removed. Shelters can be parts of
buildings or separate structures on- or underground
(Shakibamanesh, 2015b). Salehi et al, (2017)
discussed that on-ground shelters can be placed in
public urban spaces. They should be enclosed with
resistant curved walls or floor-level differences to
offer protection against shrapnel from explosions.
Thick vegetation can also serve as a protective
barrier, hiding shelters and obscuring them from the
field of view in aerial detection. Awada (2014) argued
that underground shelters should be located beneath
open spaces, empty lots, and low-rise building
basements. As for high-rise building basements, it
was found that the more stories the building consists
of, the more dangerous the basement is. He also
recommended connecting underground shelters to
building basements through underground tunnels to
facilitate the process of evacuation. Shakibamanesh
(2015a) indicated that shelters should be distributed
in such a way that allows overlaps. Moreover, he
argued that shelters can serve as both emergency
shelters during wartime and as functional spaces in
normal times to enhance their usefulness and reduce
the overall cost. Subways and underground stores
can be good examples of multi-purpose shelters.
Shakibamanesh (2015b) recommended that the
time it takes to access a shelter should not exceed 5
minutes.

Planning and design criteria were developed
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based on the aforementioned passive defense
measures. These criteria guided the identification
of city planning components that can be used to
develop strategies that enhance the passive defense
capabilities of future cities (see Fig. 1). The findings
highlight the critical role of site selection, population
density, urban network planning, land use planning,
infrastructure planning, urban design, landscape
planning and design, and architectural design in
shaping defensible future cities. Notably, landscape
planning and design (22.7%) and urban design (21.3%)
were the most frequently identified components
in mitigating the effects of attacks. Urban network
planning (17.3%), land use planning (14.7%), and
architectural design (14.7%) followed (see Fig. 2). This
does not mean that these components are the most
influential in enhancing passive defense capabilities
of future cities, but rather that their impact spans
multiple aspects.

Drawing from the previous analysis, the proposed
planning and design strategies to enhance the passive
defense capabilities of future cities, based on city
planning components, include the following:

Site selection

Selecting sites with natural barriers and limited
reference points can enhance the passive defense of
future cities by making them more difficult to locate,
navigate, and approach.

Population density

Maintaining a low and evenly distributed
population density in future cities can provide a
passive defense advantage by dispersing inhabitants
and minimizing casualties during an attack. This
forces attackers to escalate to more frequent and
destructive strikes, potentially increasing their costs
and deterring further aggression.

Urban network planning

Network pattern: Integrating different network
patterns in future cities can leverage their strengths
while mitigating their weaknesses. Combining
irregular and tributary patterns for stealth with
gridiron, radial, and ring patterns for connectivity
can make future cities harder to target yet easy
to navigate during emergencies. This strategy can
make future cities both defensible and functional,
minimizing casualties and disruption during attacks.
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Table 1: The nexus between network patterns and passive defense measures

Passive defense measures and their

Network patterns

Gridiron

Linear

indicators

Radial Ring

Tributary Irregular

Protect high-risk targets from aerial
detection by:

- Mitigation of man-made landmarks
(e.g., urban spines and nodes)

- Complexity of the network
considering disorder

- Complexity of the network
considering the branching factor

Reduce infrastructure
system failures by using looped/
hybrid infrastructure systems.

Facilitating evacuation, relief, and
rescue operations by ensuring
strong connectivity between
different parts of the network

o Fully achieved @ Partially achieved

The nexus between network patterns and different
passive defense measures is presented in Table 1.
Street shape: Integrating linear streets for
efficient evacuation with curved or winding streets
to mitigate blast wave impacts can play a critical
role in improving the defense capabilities of future
cities. However, areas with predominantly linear
streets are recommended to be supplemented with

o Not achieved
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barriers (trees, walls, berms) to reduce blast wave
impacts. Conversely, in areas with predominantly
curved or winding streets, the focus is suggested to
be on developing and implementing comprehensive
mass evacuation plans, including designated routes
and clear signage. Table 2 shows the nexus between
street shape and passive defense measures.

Street openings: Prioritizing T-junctions in future



Table 2: The nexus between street shape and passive defense measures

Passive defense measures and their indicators

Street shape

Linear Curved Winding
Protect high-risk targets from aerial detection by increasing the complexity
of the network. o . .
Reduce the intensity of the blast and the extension of fires to surrounding
areas by diverting blast waves and fire flames. o . .
Facilitating evacuation, relief, and rescue operations by increasing the
directness of streets for rapid evacuation . o o

o Fully achieved @ Partially achieved

cities can enhance passive defense by balancing
blast wave mitigation and multiple evacuation
choices. While crossroads offer similar functionality,
they can become points of congestion during mass
evacuations due to decision-making challenges. The
optimal distance between street openings depends
on several factors, including the type and amount
of explosive, street width, building height, and the
presence of barriers.

Street design: To facilitate evacuation, relief,
and rescue operations, prevent street blockage,
and improve accessibility, it is recommended that
the minimum width of any street be the combined
height of the tallest buildings on either side, plus two
1.5m wide step-free walkways and two 3.5m wide
travel lanes. This width allows sufficient space for
emergency vehicles to maneuver and for pedestrians
to evacuate safely. At higher road ranks, additional
travel lanes and a 4m wide centered turn lane (in
addition to the other lanes) can be added (see Fig.
3). Trees, shrubs, fences, and walls can be added
in the area separating the buildings’ edge and the
walkways as protective barriers against shrapnel.
Ramps for wheelchair users and those with mobility
impairments should be provided at all intersections
and building entrances.

Land use planning

Potential targets: Locating potential targets at a
distance from site boundaries and easily identifiable
landmarks can reduce their aerial recognizability
during aerial attacks. Moreover, spacing targets
apart can minimize the risk of multiple targets
being affected by a single attack. Redundancy
in critical infrastructure, such as public services,
ensures continued functionality even if one facility
is disrupted. Strengthening local service centers
through decentralization and adopting unpredictable,
polycentric distribution patterns can further enhance

o Not achieved
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resilience (see Fig. 4). As for potentially explosive
targets, locating them outside future cities and
surrounding them with protective buffers is crucial
to contain explosions and fires. The required distance
from populated areas depends on the type of each
explosive target and its blast radius.

Shelters: Establishing multi-purpose shelters
beneath open spaces and neighborhood centers, in
subway stations, underground stores, and similar
locations, is crucial for civilian protection during
attacks. To ensure adequate coverage and capacity,
the quantity and quality of these shelters are
recommended to meet specific criteria: the distance
to the nearest shelter is advised not to exceed 650
meters (based on a 5-minute reach time at a running
speed of 8 km/h), shelters are suggested to be no
more than 1.3 kilometers apart, service areas are
expected to overlap, and each shelter is required to
provide at least 3.5 square meters of covered space
per person (see Fig. 5).

Rescue services: Constructing healthcare and
firefighting services within local service centers
can play a vital role in facilitating rescue operations
during attacks. These centers are recommended to
be located no more than 5 kilometers apart, ensuring
accessibility even under disrupted conditions.

Infrastructure planning

Placing all infrastructure networks and grids
underground in future cities can enhance their
defensive capabilities by reducing the risk of
infrastructure failure during attacks. Additionally,
integrating renewable energy systems into buildings,
such as rooftop solar panels and micro wind turbines,
is crucial for promoting energy decentralization,
dispersing energy sources, and ensuring a continuous
supply of power for essential needs. Furthermore,
portable infrastructure solutions — including fuel-
powered generators, hydropower units, and cell
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Fig. 4: Distribution of targets: (a) Centric Pattern, (b) Predictable Polycentric pattern, (c) Unpredictable Polycentric Pattern (recommended)

towers — can be deployed as emergency backups to
maintain critical operations.

Urban design
Block configuration: Designing future cities
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with homogeneous block shapes and sizes can help
integrate potential targets into the urban fabric,
minimizing their contrast with surrounding structures
and making them less identifiable from the air (see
Fig. 6).



(a)

(b)

Fig. 5: Shelter’s service area: (a) Separated, (b) Overlapped (recommended)
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(a)

(b)

Fig. 6: Block configuration: (a) Heterogeneous sizes, (b) Homogeneous sizes (recommended)

Block length: Prioritizing short blocks, typically
150-200 meters, in future cities can help reduce
the intensity of the blast wave while providing more
navigation options for evacuation during attacks (see
Fig. 7).

Building density: Adopting low building density
in future cities can help create more open spaces
and reduce population density, leading to increased
options for evacuation and temporary shelter, and
fewer casualties during attacks. While building
density is an important metric, other factors, such as
the spatial distribution of buildings and the distances
between them, should also be considered to fully
understand the concentration of structures on the
site.

Building

typology: Promoting point-building
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typologies in future cities can limit the spread
of building damage, and influence blast wave
propagation through deflection, potentially reducing
the intensity of the blast impacting surrounding areas
and enhancing their defensive capabilities (see Fig.
8).

Building arrangements: Encouraging in-line array
building arrangements in future cities can create
openings for explosions to expand into, potentially
reducing the blast intensity but raising the risk of blast
wave propagation and fire spread to surrounding
areas during attacks. On the other hand, adopting
staggered building arrangements can play a crucial
role in reducing channeling winds and obstructing
the direct path of blast waves. While this approach
can help limit the spread of explosions and fires, it
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Fig. 7: Block length with navigation options: (a) Long blocks, (b) Short blocks (recommended)
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Fig. 8: Building typology: (a) Courtyard, (b) Closed, (c) Slab, (d) Barcode, (e) Point (recommended)

(a)

(b)

Fig. 9: Building arrangements: (a) In-line array, (b) Staggered

may also increase the blast intensity. Therefore,
placing firebreaks between buildings is strongly
recommended for in-line array arrangements,
while enhancing the blast resistance of structures is
essential for staggered arrangements (see Fig. 9).

Building position: Positioning buildings on opposite
corners of building lots in future cities increases the
space between them, helping to reduce the impact
of explosions on the surrounding environment (see
Fig. 10).

Open spaces: Designing open spaces (e.g., plazas,
neighborhood parks, pocket parks, community
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gardens, and playgrounds) in future cities with
dimensions exceeding the combined heights of the
tallest buildings on either side can help protect these
areas from debris, allowing them to serve as gathering
points for evacuees, temporary shelters, and relief
distribution centers (see Fig. 11). For smaller open
spaces, adopting static shapes like squares and circles
can enhance land use efficiency and minimize wasted
space.

Landscape planning and design
Softscape elements: Adopting the following
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Fig. 10: Building position within lot: (a) Centered, (b) On opposite corners (recommended)
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Fig. 11: Shape of open space: (a) Dynamic shapes, (b) Static shape (recommended)

softscape practices in future cities is essential for
concealing structures, obscuring their shadows,
covering vehicular and pedestrian movements,
and protecting buildings and people from shrapnel
explosions, thereby strengthening their defense
mechanisms during attacks (see Fig. 3):

e Planting trees and shrubs at varied heights and
irregular patterns around vulnerable structures and
walkways.

e Selecting evergreen trees and shrubs with dense
and large leaves for added coverage.

» To achieve the interlocking effect, the diameter
of selected trees is recommended to be larger than
the width of the space they cover, divided by the
number of tree rows. Moreover, the spacing between
trees when planting is suggested to be less than their
diameter.

e The tree canopy is recommended to extend at
least 5 meters above street level to maintain clear
views and visual connectivity with the surroundings.

Hardscape elements: Applying the following
hardscape practicesin futurecities can beinstrumental
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in mitigating building damage and limiting the spread
of explosions and fires, reducing the risk of injury or
death, and facilitating the evacuation process during
wartime:

e Construction of blast walls around vulnerable
structures, walkways, and open spaces. The
effectiveness of these walls depends on their height,
thickness, and distance from the protected structures.
Incorporating hedges into blast walls may enhance
their effectiveness while also creating a more visually
appealing landscape. Creating bends and breaks in
blast walls can improve their resistance against blast
waves and provide immediate refuges as well (see
Fig. 3).

¢ Installation of hardened streetscape elements
around walkways and within open spaces for
protection against blast waves and flying debris. This
may include benches, bins, planters, seat planters,
and seat bollards. The nearest element is ideally
reachable within 5 seconds. Given an average running
speed of 8 km/h, the distance to the closest element
is recommended to be around 11 meters. Therefore,



the distance between different streetscape elements
is suggested not to exceed 22 meters.

* Placement of signage in strategic locations (e.g.,
intersections and crossings) to guide the evacuees to
evacuation routes and assembly areas. The signage
needs to be visible from a distance, durable, and
resistant to potential damage.

e Adoption of non-slippery, textured, durable, and
low-maintenance floor materials in open spaces and
evacuation routes to prevent falls, enhance traction,
withstand heavy foot traffic, and resist potential
damage. Contrasting colors can be used to improve
the visibility of evacuation routes and ensure they are
easily identifiable.

Architectural design

Building shape: Designing buildings in future cities
to avoid closed and semi-closed (e.g., U-shaped or
L-shaped) shapes and sharp corners can help mitigate
the impact of shock waves and minimize potential
building damage (see Fig. 12).

Building form: Prioritizing stepped or tapered
building forms is recommended for future cities
(see Fig. 13). This design reduces the overall amount
of debris generated from building damage during
attacks, minimizing the risk of injury or death.
Minimizing building protrusions (e.g., overhangs,
terraces, bay windows, porches, cornices, planter
boxes, and air conditioner condenser units) can also
contribute to a further reduction in the risk of falling
debris.

Building height: Minimizing building height in
future cities can help lower population density and
reduce the number of vulnerable civilians. It also
diminishes the vulnerability of buildings to aerial
detection and decreases falling debris in case of being
attacked. On the other hand, standardizing building
height can aid in concealing potential targets.
Therefore, it is recommended to unify building
heights, keeping them low and restricted.

Structure system: Promoting blast-resistant
structural systems in future cities can minimize

(a) (b) ()

Fig. 12: Building shapes and their impact on blast waves: (a) Simple shape, (b) L-shape, (c) U-shape

(a)

()

Fig. 13: Building form: (a) Regular, (b) Tapered, (c) Stepped (b and c are recommended)



building damage from explosions, thereby
strengthening their overall defense. Composite steel
and concrete systems are commonly used due to
their combined strength and durability.

Basement design: Constructing buildings with
centrally located basements, away from exterior
walls, can provide safe shelters for civilians during
attacks. Reinforcing the basement’s walls and ceilings
with additional structural elements, waterproofing
the walls and floor, and installing ventilation systems
to improve air quality help the basement withstand
blast waves and debris, further enhancing safety.
Additionally, ensuring at least two exits from the
basement—one leading directly to the outside—can
facilitate evacuation.

Cladding materials: Combining low-emissive and
blast-resistant materials and coatings in buildings of
future cities can create advanced defensive cladding
systems that effectively mislead target tracking and
reduce the damage in the event of an attack. In this
regard, integrating low-emissive materials (e.g.,
carbon fiber panels) with blast-resistant coatings
or combining blast-resistant materials (e.g., fiber-
reinforced concrete) with radar-absorbing coatings is
strongly recommended.

To ensure effective integration of the previous
strategies into future cities, governments need to:

e Establish legal and regulatory frameworks
to enforce passive defense strategies in buildings
and cities, and incorporate mechanisms to monitor
compliance with these regulations (e.g., mandating
risk assessments before approving major construction

projects).

e Strength coordination among planning,
transportation, emergency management, law
enforcement, and other relevant government
agencies

Update city planning codes to support
redundancy and dispersal of critical infrastructure and
services, resilient road networks, protected escape
routes, buffer zones, underground infrastructure,
multi-purpose underground shelters, reinforced
public spaces, dense vegetation, hardened street
furniture, and defensible urban layouts.

e Update building codes to incorporate blast-
resistant designs, reinforced structures, designated
shelters, safe underground rooms, and redundant
utility systems.

 Require local governments to implement passive
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defense measures in all new constructions.

e Collaborate with private sector developers
to incentivize the incorporation of passive defense
measures into new developments.

e Secure dedicated funding by allocating a specific
percentage of urban development budgets to passive
defense initiatives.

e Encourage private sector participation through
tax incentives, grants, and subsidies for developers
who incorporate passive defense measures.

To elevate the effectiveness of these strategies, it
is essential for governments to:

e Fducate citizens about passive defense and
encourage civic participation in emergency planning.

e Promote community preparedness through
training  programs,  emergency drills, and
neighborhood watch groups, fostering a culture of
resilience and proactive safety.

e Establish effective communication channels with
residents to provide timely and accurate information
during emergencies and gather feedback on the
effectiveness of passive defense measures.

e Deploy Al-powered systems to enhance real-time
situational awareness, predict and identify potential
threats and vulnerabilities, and issue timely alerts
and warnings to residents in affected areas. These
systems can also dynamically optimize evacuation
routes and emergency response plans based on live
data, such as traffic congestion, road closures, and
shelter availability, ensuring swift and efficient crisis
management.

These strategies provide a multi-dimensional
approach to empowering governments in developing
future cities that are safer, more resilient, and capable
of withstanding and adapting to emerging attacks—
while prioritizing the well-being of their residents.

This study investigated the critical role of urban
planning and design in enhancing the passive defense
capabilities of future cities during wartime. In this
context, the Russia-Ukraine and Israel-Palestine
conflicts were analyzed to recognize the common
behavior of attack and investigate the characteristics
of targets. It was found that the dominant military
action in attacking strategic targets is air and artillery
strikes, which depend heavily on aerial detection
of potential targets. Accordingly, passive defense
strategies and measures to protect targets from aerial



detection and minimize the damage in case of being
attacked were reviewed. Based on these measures,
planning and design criteria were developed and
planning components fulfilling these criteria were
identified. It was found that site selection, population
density, urban network planning (including network
pattern, street shape, street openings, and street
design), land use planning of potential targets,
shelters and rescue services, infrastructure planning,
urban design (including block configuration, block
length, building density, building typology, building
arrangements, building position, and open spaces
shape), landscape planning (including softscape
and hardscape elements), and architectural design
(including building shape, form, and height, structure
systems, basement design, and cladding materials) can
play an important role in enhancing passive defense
capabilities of future cities during wartime. Finally,
planning and design strategies were developed to
enhance the passive defense capabilities of future
cities, based on these components. These include
prioritizing naturally protected sites, maintaining low
population density, utilizing multiple network patterns
and street shapes with T-junctions, implementing
an unpredictable polycentric  distribution of
targets, integrating renewable energy and portable
infrastructure solutions, designing homogeneous short
blocks with low building density and point-building
typology, incorporating low-rise stepped or tapered
buildings with rounded corners, centering basements,
employing blast-resistant structural systems, and
using low-emissive, blast-resistant materials and
coatings. It is worth noting that this study introduces
conceptual strategies. Thus, further research is needed
to evaluate the effectiveness of these strategies across
diverse urban contexts. Additionally, it is crucial
to explore how these strategies can be integrated
without compromising livability, ensuring that security
enhancements do not lead to an over-militarized or
restrictive urban environment.
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